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Setting the scene

S

PAVIA, 18 APRILE 2024

«'Al system' is a machine-based system designed to operate
with varying levels of autonomy and that may exhibit
adaptiveness after deployment and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate
outputs such as predictions, content, recommendations, or

decisions that can influence physical or virtual environmentsy
Art. 3, Al Act

«Health is a state of complete physical, mental and social well- %

being and not merely the absence of disease or infirmity»
Preamble of the Constitution of the WHO, 1948

«Al systems in health could be defined as means software that is /
developed with one or more of the techniques and approaches

related to ML; DL and NLP for a given set of human-defined

objectives in the areas of physical, mental and social well-being,

generate outputs as content, predictions, recommendations, or

decisions influencing the environments they interact with,

including public health, health and care services, self-care and

health systems.»

European Commission, Directorate-General for Health and Food Safety, Study on
health data, digital health and artificial intelligence in healthcare, 2022
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Setting the scene: Al and Healthcare in sectors

QAI systems in health could be defined as means software that is developed with one or more of the techniques and approaches relc’red\
to ML; DL and NLP for a given set of human-defined objectives in the areas of physical, mental and social well-being, generate outputs

as content, predictions, recommendations, or decisions influencing the environments they interact with, including public health, health
and care services, self-care and health systems.»

European Commission, Directorate-General for Health and Food Safety, Study on health data, digital health and arfificial intelligence in healthcare, 2022

« Clinical usage

« Scientific research and drug-development

 Patient care

* Professional education
« Public Health

« Medical devices (loT)

« Healthcare as industry
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Setting the scene: Al and Healthcare in numbers

Al in healthcare - global market

* In 2021, 11 billion US dollars

« By 2030, 188 billion US dollars (compound annual
growth rate of 37 percent from 2022 to 2030)

Al in improving patient care

« 83% of patients report poor communication

 Reduce error in self-administration of medications

« 64% of patients are confortable using Ai virtual
nurse assistants

Al to support clinical diagnosis
 Reduce tfreatment costs by 50%
« Improve health outcomes by 40%

Source: IBM, the benefits of Al in healthcare, 11 July 2023, available at:https://www.ibm.com/blog/the-benefits-of-ai-in-healthcare/
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Setting the scene: Al and Healthcare in risks
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The Regulatory landscape

Health

EHDS, Proposal for a regulation - European Health
Data Space, May 2022

+ Directive on the application of patients’ rights in
cross-border healthcare, April 2011

* MDR, Regulation on medical devices, April 2017

* |IVDR, Regulation on in vitro diagnostic medical
devices, April 2017

Artificial Intelligence
« Al Act, Proposal, last consolidated text March 2024
« Al Treaty, waiting for the Al Act

Non personal Data

+ Data Governance Act, applicable since Sept 2023

« Data Act, applicable from Sept 2025

+ Regulation on a framework for the free flow of
non-personal data in the EU, Nov 2018

PAVIA, 18 APRILE 2024

Personal Data and Data Protection

« GDPR, applicable since May 2018

« ePrivacy Directive, 2009

+ Proposal for an ePrivacy Regulation, 2017

«  European Convention on Human Rights, right to private life,
1950

«  Charter of Fundamental Rights of the European Union,
private life and protection of personal data

Liability

» Al Liability Directive, Proposal for a directive on adapting
non-contractual civil liability rules to artificial intelligence
Sept 2022

« New PLD, Proposal for a revision od the Product Liability
Directive, Sept 2022

Cybersecurity

« NIS 2 Directive (update and replace NIS), applicable from
Oct 2024

« EU Cybersecurity Act, June 2019

« Cyber Resilience Act, Proposal for a regulation on horizontal
cybersecurity requirements for products with digital
elements, Sept 2022

« CER Directive — Directive on the resilience of critical entities,
transposable up until Oct 2024
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A precavutionary approach

«The precautionary principle is an approach to risk management, where, if it is possible that a given policy or

action might cause harm to the public or the environment and if there s still no scientific agreement on the Art. 191 (2) . TFEU
issue, the policy or action in question should not be carried out. However, the policy or action may be reviewed

when more scientific information becomes availablen EUR-Lex, Precautionary Principle

SCIENTIFIC

POLITICAL
UNCERTAINTY

RESPONSIBILITY

A strategy to risk management == A decisioXnoking system == A process to steer innovation

v

IMPACT ASSESSMENT

@ Al Act
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A precavutionary approach

IMPACT ASSESSMENT

---------------- Lack of quantitative indicators

--------- Low or absent Al literacy and awareness

Lack of categorisation (based on sector, interest or
role in the organization)

Focus on principle, whereas legal instruments deadl
with products

B roa=-2=r [

PROCESS FRAMEWORK

*based on the information available to date
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Process Framework: how to set the pace

« Process frameworks are reference models that support the

description, assessment, and optimization of business
processes.n

OECB Certification Guide, 2011

«Process frameworks are essentially lists of all the key processes

performed in an organization, grouped hierarchically to show
how they relate to each other.y

APQC (American Productivity & Quality Center)

« Process frameworks are qualitative guidance that enable systematic and actionable tasks for implementing

responsible Al systems.»
A Matrix for Selecting Responsible Al Frameworks, June 2023

M

FLEXIBLE CJLD MULTI - DIMENSIONIONAL:

* External dimension

e |Internal dimension
* User dimension
« Uftility dimension

{ STAKEHOLDERS

service delivery, the health workforce, health information systems, access to essential medicines, financing, and
leadership and governance

WHO, Ethics and governance of artificial intelligence, Guidance on large multi-modal models, 2024
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From Business: ResponsAbility by Design™

From Process Framework to a Responsible path of implementation

-

~
AI CHECK & GO( a % \ ((( ’))
h(':ast
]

=

Al DIGITAL SONAR
Ongoing research and
development training

— — — — — O — — e —

REPORT

Process Framework
RESPONSIBLE INNOVATION

TRANSFER
Responsibility workshop

ResponsAbility by Design™

Al CHECK & GO™

Awareness questionnaire

RESPONSIBLE ADVISORY DESK

Al CHECK & AUDIT
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ResponsAbility by Design™

» A self-assessment questionnaire Pillars
- - Organization's awareness of 1. General confext;
i ' 2. Declared purposes and
the impacts and risks of Al clar purp
 Individually administered objectives;

« asample of employees J 3. Organizaﬁonal impact;

-
Al CHECK & GO™ from various sectors 4. Transparency and accountability;
5
6

Awareness questionnaire * Rolein the Non-discrimination and fairness;
organization . Privacy, data protection, and data
* Role of Al in the value governance;
chain /. Environmental impact.

l {ReD OPEN

AI CHECK & GO
Self assessment
MorphCast

Summary report
Propared by RoD OPEN &1

Case study: MorphCast
— Facial Emotion
Recognition Al
https://www.morphcast.co
m/advantage/responsible-
approach/#redopen-
report

PROCESS FRAMEWORK D
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Conclusions

What we know:
« The regulatory landscape is dense, complex and ever-evolving

» Protection of principles and fundamental rights

« Al is mainly addressed as a product

« Headlthcare is a complex environment with many interests at

stake which may confront differently with Al.

« Efforts toward transparency, explainability and fairness

What shall we do:

 Raise awareness

 Document and justify decisions, possibly with external certifications
« Data Protection and Privacy compliance
« Pathway approach

« |dentify and differentiate by stakeholders

PAVIA, 18 APRILE 2024 STEERING Al: LEGAL CHALLENGES AND ETHICAL STANDARDS FROM AN ENINEERING PERSPECTIVE



Spin-off

°
dell’Universita
degli Studi

responsibility 8 design in open ecosystems Milano Bicocca

THANK YOU FOR YOUR TIME!

Contacts: Chiara Vescovi
E-mail ReD OPEN: chiara.vescovi@redopen.it
E-mail Bicocca: chiara.vescoviQunimib.it



mailto:chiara.vescovi@redopen.it
mailto:chiara.vescovi@unimib.it

Bibliography

APQC (American Productivity & Quality Center), official welbsite, available af:
hitps://www.apgc.org/process-
frameworks#:.~:text=Process%20frameworks%20are%20essentially%20lists, b asis%200n%20which
%20t0%20build.

Chee-Peng Lim, Yen-Wei Chen, Ashlesha Vaidya, Charu Mahorkar, Lakhmi C. Jain, Handbook
of Arfificial Intelligence in Healthcare, Bol 2: Practicalities and Prospects, in Intelligent Systems
Reference Library, Volume 212, Springer, 2022

Commissione delle Comunita Europee, Comunicazione della Commissione sul principio di
precazione, COM(2000) | final, 2.2.2000, Bruxelles

EUR-Lex, Precautionary Principle, https://eur-lex.europa.eu/legal-
content/EN/TXT/2uri=LEGISSUM%3Aprecautionary_principle

European Commission, Directorate-General for Health and Food Safety, Lupidnez-Villanueva,
F., Gunderson, L., Vitiello, S. et al., Study on health data, digital health and artificial intelligence
in healthcare, Publications Office of the European Union,

2022, https://data.europa.eu/doi/10.2875/702007

Garante per la protezione dei dati personali, Decalogue for the provision of national health
services through artificial intelligence systems, September 2023

PAVIA, 18 APRILE 2024 STEERING Al: LEGAL CHALLENGES AND ETHICAL STANDARDS FROM AN ENINEERING PERSPECTIVE { ReDOPEN

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Bibliography

« GoOmez-Gonzdlez, E. and Gomez, E. Artificial intelligence for healthcare and well-being during
exceptional times: a recent landscape from a European perspective, Publications Office of
the European Union, Luxembourg, 2023, doi: 10.2760/404140, JRC134715

« Hennrich J., Ritz E., Hofmann P., Urbach N., Capturing arfificial intelligence applications’ value
proposition in healthcare — a qualitative research study, in BMC Health Services Research, 2024

« Narayanan M., Schoeberl C., A Matrix for Selecting Responsible Al Frameworks, Center for
Security and Emerging Technology, June 2023

« OECB Certification Guide, Business Process Management — Fundamental Level, Chapter 7,
2011, pp. 123-140, available at: https://www.sciencedirect.com/topics/computer-
science/process-framework

 Novelli C., Casolari F., Rotolo A., Taddeo M., Floridi L., Al Risk Assessment: A Scenario-Based,
Proportional Methodology for the Al Act (May 31, 2023). Digital Society 3, 13 (2024); Available
at SSRN: https://ssrn.com/abstract=4464783

« OECD.AIl Policy Observatory, OECD Al Principles overview, available at: https://oecd.ai/en/aqi-
principles

PAVIA, 18 APRILE 2024 STEERING Al: LEGAL CHALLENGES AND ETHICAL STANDARDS FROM AN ENINEERING PERSPECTIVE { ReDOPEN

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn


https://www.sciencedirect.com/topics/computer-science/process-framework
https://www.sciencedirect.com/topics/computer-science/process-framework

Bibliography

« Stirling, A., Precaution in the Governance of Technology. SPRU Working Paper Series, 2016

« Talukdar J., Singh T.P., Barman B., Artificial Intelligence in Healthcare Industry, in Advanced
Technologies and Societal Change, Springer, 2023

«  WHO, Ethics and governance of artificial intelligence for health: WHO guidance, 2021

«  WHO, Ethics and governance of artificial intelligence, Guidance on large multi-modal models,
Geneva, 2024

«  WHO, Ethics and governance of artificial intelligence, Guidance on large multi-modal models,
2024

«  WHO, Preamble to the Constitution of WHO as adopted by the International Health
Conference, New York, 19 June - 22 July 1946 (Official Records of WHO, no. 2, p. 100)

PAVIA, 18 APRILE 2024 STEERING Al: LEGAL CHALLENGES AND ETHICAL STANDARDS FROM AN ENINEERING PERSPECTIVE { ReDOPEN

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25

